
Acing the ACET  
A Primer for Credit Unions

Don’t gamble with compliance. Get your ace 

in the hole from SilverSky.
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When it comes to gambling, the pros know that it all comes down 

to risk and reward. They see the hand they’ve been dealt, know they 

must balance their position with their opponents, and decide how 

much risk they’re willing to take. Guess right, and they win big. They 

also try to limit the damage if they guess wrong.

With cybersecurity, odds that are typically not in your favor can 

be flipped. You need to decide how much risk you’re willing to 

take; make the wrong bet, your credit union can suffer reputational 

damage, financial losses, sanctions, and fines. It’s challenging to 

know what your opponent’s next move will be because they are 

continually shifting. It’s almost like they can change cards and the 

rules at a moment’s notice. 

So how do you stack the deck in your favor?  It helps to have an 

ace in the hole. Preparedness can be that ace, but knowing where 

to start and what to prepare can be tough to get your arms around. 

However, a new tool is available to guide you, and it can change the 

way you view the game. 

In 2017, the National Credit Union Administration launched ACET— 

the Automated Cybersecurity Examination Tool—to provide a 

cybersecurity assessment tool for determining the security posture 

of credit unions. Through 2018 and 2019, the tool was tested on 

credit unions with assets of $1B or more. For 2020 through 2023, the 

NCUA will require those credit unions with assets in excess of  

$250M to use ACET. For reference, the average amount  

of assets held by credit unions in the United States  

is $286M1, so this means that many more of  

the 5,308 credit unions in the US will be required to complete the 

ACET and the time to start preparing is now.

Although ACET closely mirrors the requirements set out in 

the Federal Financial Institutions Examination Council (FFIEC) 

assessment, it is assessing cybersecurity posture through 

documentary evidence to support the answers to 530 statements. 

ACET asks for more than 70 unique documents, so the impact on 

credit union staff is significant. Feedback from the pilot testing has 

shown that completing the assessment may take up to three  

weeks with the examiner on-site.

The average assets held  

by credit unions in the  

United States is $286M,  

meaning many more of the 5,308 

credit unions in the US will be  

required to complete the ACET.
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ACET Measures a Credit Union’s Inherent Risk Profile

The combination of measurements will allow credit unions and regulators to document  

cybersecurity improvements and to identify needing attention. 

Figure   1: Example of Inherent Risk Profile 

There are 39 items in the Inherent Risk Profile with five potential answers for each. The credit union needs to respond to each of them based on 

the suggested validation approach. The credit union can also add comments to clarify their response. Once all of the responses are in, the tool 

calculates the overall Inherent Risk Profile.

There are two primary outcomes from ACET. The first is an Inherent Risk Profile – made up of five  

categories – technologies and connection types, delivery channels, online/mobile products and technology 

services, organizational characteristics, and external threats. Each of these categories is scored from one to five 

based on the inherent risk the credit union faces. Ultimately, a blended risk level is established for each area.
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The second area of examination is the very robust Cybersecurity Maturity Section, which 

covers five domains: cyber risk management and oversight, threat intelligence and 

collaboration, cybersecurity controls, external dependency management, and cyber incident 

management and resilience. Each of these domains has roughly 100 statements that must 

be addressed with proof. To further judge the level of maturity in each of these domain areas, 

the statements are assigned a maturity level, which includes baseline, evolving, intermediate, 

advanced, and innovative. The goal, of course, is to show marked improvement in maturity 

across the domains over time.

Figures 3 & 4 
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How to complete the ACET
Pro tip: If you have completed the FFIEC Cybersecurity Assessment Tool 

(CAT), having it available will save time since you can quickly transfer into the 

ACET spreadsheet.

 1.  Open the ACET Spreadsheet.

 2.   Click the DRL (Document Request List) tab. Before you 

type anything here, open your computer’s file explorer, 

browse to a network location, and create a folder to store 

copies of all of the requested documents.

 3.   Click the IRP (Inherent Risk Profile) tab. Review the answer 

options in the risk level columns and review the validation 

approaches column to see how the examiner will validate 

your answers. If you hover over cell C and you’ll see 

additional comments from NCUA, which may allow you to 

give more accurate responses.

 4.   Click the Dashboard tab. Select the final risk level 

manually be considering your Inherent Risk Profile results.

 5.   Click the Domain 1 tab. This is where the real work begins. 

If you’ve previously completed the FFIEC Cybersecurity 

Maturity portion, you can transfer your answers to ACET. If 

you haven’t completed the FFIEC assessment, you’ll need 

to go line item by line item to provide your inputs and 

comments on each item. You’ll need to do this for all five 

domains. 

Pro tip: If you click the linked number in the Stmt. # column, you’ll be taken to the Guide Sheet which offers additional commentary and 

references to help you better understand the declarative.
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How can SilverSky help?

ACET asks for documentation and processes that support cybersecurity, like summaries of network control and  

monitoring systems (firewalls, IDS/IPS, SIEM, DLP, MDM, etc.). Also, summaries of anti-virus, anti-spam, and other  

email protection tools to block phishing, malware, ransomware, and prevent data extraction. Much of this documentation  

can come directly from the SilverSky portal if you are an Email Protection or Managed Service client.

Figure 7: Example of malware detection 
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Other areas are planning and process discussions requiring proof 

of doing exercises to document IT controls, vulnerability testing, 

network assessments, and penetration testing. SilverSky has twenty 

years of experience in highly regulated industries and can be a great 

force-multiplier to your internal team as you begin this journey. Our 

professional services team has the credentials and experience to help 

you define and document your information security plan with advisory 

and technical security services including: 

•  IT Controls Review •  Security Maturity Assessment 

•  IT Risk Assessment •  Network Security Assessment 

•  Social Engineering Testing

•   Internal and External Vulnerability Assessments  

and Penetration Testing

•  Incident Response Readiness Planning and Tabletop Exercises 

As compliance testing becomes more stringent and complex, it forces 

more strategic discussions about building cybersecurity into the front 

end of business decisions rather than as an afterthought, which is a 

good thing. Will it be cumbersome and resource-intensive at first? 

Absolutely. But, as maturity levels increase over time, credit unions 

will be much more cybersecurity conscious and prepared for the 

inevitable attacks that will come their way.

If cybersecurity were a card game, you’d certainly need to know when 

to hold ‘em and know when to fold ‘em. There are probably parts of 

your security plan that you should hold and other parts that provide 

limited value and should be folded. With ACET you’ll have a tool that 

can help you know the difference. Having SilverSky at the table with 

you can improve your chances to win big! 

Figure 8: Firewall Summary 
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Trusted Cybersecurity for an Uncertain World 

SilverSky offers a comprehensive suite of products and services that deliver 

unprecedented simplicity and expertise for compliance and cybersecurity programs.

 We partner with thousands of small and medium-sized businesses to 

deliver Managed Security Services, Managed Detection and Response, Email 

Protection Services, Cloud Email and Collaboration, Incident Readiness and 

Response, and Compliance and Risk Services to support their technology, 

compliance and security needs.

By tirelessly safeguarding your most important data and the complete surface area of 

your IT infrastructure, SilverSky enables growth-minded organizations to pursue their 

business ambitions without security or compliance worries.

www.silversky.com

Contact Details: US: 1-800-234-2175 | E: learn@silversky.com
SilverSky, 3015 Carrington Mill Boulevard, Suite 400, Morrisville NC 27560 
linkedin.com/company/silversky | twitter.com/SilverSky

© SilverSky Inc. 2020. All rights reserved.


