Executive Report

Asset Coverage

Vulnerability Breakdown
Understand what assets are analyzed and their data source

Get an overview of the risk levels you are exposed to
40% 0% 60% 182 1,651

2 externally scanned assets 0 internal scanner scanned assets 3 agent scanned assets Critical High

Weaponization Breakdown
At-a-glance exploitability risk overview

15% 85%
416 exploitable 2,224 not exploitable

Top CRSS Entries
Top findings in your organization

Remediation Severity Affected Application CRSS Score Exploitability
Update Apache Tomcat Tomcat8 to the @ 10.0| Critical Apache Tomcat Tomcat8 8.5.32 on TOM- @ 87.5| High Exploitable
latest version CATPOC
Update php to the latest version @ 9.8 Critical php 5.5.9 on hermes.codacloud.net © 84| High Not Exploitable
Update WordPress to the latest version @ 9.8 Critical WordPress 4.7.4 on hefaistos.coda- @ 84| High Not Exploitable
cloud.net
Update Apache HTTP Server to the latest @ 9.0 Critical Apache HTTP Server 2.4.47 on ad-dc © 80| High Not Exploitable
version
Update TeamViewer to the latest version @ 9.8 Critical TeamViewer 12.0.259192 on ad-dc @ 77.75| High Not Exploitable
Update SAP Business Objects BI to the © 8.8 | High SAP Business Objects Bl 4.2 SP0O7 on © 72.75| High Not Exploitable
latest version TOMCATPOC
Update ACLogic CesarFTPd to the latest @ 8.8 High ACLogic CesarFTPd 0.99g on her- © 72.75| High Not Exploitable
version mes.codacloud.net
Update Microsoft Visual Studio Tools for @ 7.5|High Microsoft Visual Studio Tools for Appli- @ 72.5|High Not Exploitable
Applications Design-Time 3.0 to the latest cations Design-Time 3.0 10.0.40220 on
version ad-dc
Update Microsoft Visual Studio Installer to @ 7.5|High Microsoft Visual Studio Installer @ 72.5|High Not Exploitable
the latest version 2.11.40.25675 on ad-dc
Update Microsoft Edge to the latest ver- @ 8.3 | High Microsoft Edge 103.0.1264.49 on TOM- @ 70.25| High Not Exploitable
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